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The pace of technological advances cannot be ignored. Social work

practice has been changed by technology offering innovative ways

to perform services and obtain information (NASW, 2005). 

This edition of InterSections in Practice

focuses on the rewards and challenges of

emerging technologies in social work

practice.  What are some of the boundary

issues? How does one maintain

confidentiality? Should practitioners use

Skype or Facebook to communicate with

clients? Social workers should maintain

their professional judgment as they

integrate and navigate the ever-evolving

technologies of the 21st century. Proceed

with some caution, but definitely keep

moving forward. 

DID YOU KNOW?

NASW is on the popular social media sites

Facebook, Twitter, LinkedIn, and YouTube.

We also offer chats, blogs, and an

advocacy listserv for you to interact with

colleagues and NASW. These social

networking tools offer you casual, effective

ways to meet people who have the same or

similar social work interests as you. Use

them to build professional relationships,

discuss social work issues, find solutions

to on-the-job problems, and get involved

with NASW. For more details visit NASW’s

website at www.socialworkers.org. 

©2012 National Association of Social Workers. All Rights Reserved.

NASW Specialty Practice Sections (SPS)



2

Committee Chairs

ADMINISTRATION /
SUPERVISION 
Dorothy E. Northrop, ACSW

AGING
Forrest Hong, PhD, LCSW

ALCOHOL, TOBACCO, AND OTHER
DRUGS 
Jessica Holton, MSW, LCSW, LCAS

CHILDREN, ADOLESCENTS &
YOUNG ADULTS
Jendia Grissett, EdD, MSW,

LCSW, C-SSWS

CHILD WELFARE
Ana M. Leon, PhD, ACSW, LCSW

HEALTH
Elizabeth H. Fung, PhD, ACSW

MENTAL HEALTH
Christina E. Newhill, PhD, LCSW

PRIVATE PRACTICE
Vacant

SCHOOL SOCIAL WORK 
Lynn Bye, PhD, MSW, LISW

SOCIAL AND ECONOMIC JUSTICE
& PEACE
Mary Anne Nulty, LCSW, DAPA 

SOCIAL WORK & THE COURTS
Camielle Call, MSW, LCSW

NASW President
Jeane W. Anastas, PhD, LMSW

Chief Executive Officer
Elizabeth J. Clark, PhD, ACSW, MPH

NASW Staff
Director, Center for Workforce
Studies & Social Work Practice
Tracy Whitaker, DSW, ACSW

Senior Practice Section Manager
Yvette Mulkey, BA

Senior Practice Associate
Kamilah S. Omari, LMSW-Clinical

and Macro Specialty, ACSW

Project Coordinator
Rochelle Wilder

The Cloud and Technology
Tips for Social Workers
Carol Stambaugh, LCSW, CAE 

The “cloud” is a term that is now used to
describe a series of Web-based services that
“reside” on the Internet as opposed to a local
computer. Today’s technologies are moving to
the cloud in what is also known as a “Software
as a Service” (SaaS) model. 

IN PRACTICE
InterSections

Two of the biggest advantages of this technology
are convenience and price. To use an application
on the cloud, an Internet connection along with
a user name and password is all that is required;
therefore, it is not necessary to purchase software
upgrades. Facebook is an example of a cloud
technology; users simply log onto the website
and begin using it. Any updates or upgrades to
the software are done by the vendor, rather than
being purchased or downloaded by users. 

Forms
Completing forms and gathering data are
essential parts of every social worker’s life.
There are tools that can help tame that
paperwork beast and get information under
control. In addition to a well-planned system of
information, the right tools can go a long way to
help ease the burden. There are many free or
very low-cost tools such as surveymonkey.com,
Zoomerang.com, and SurveyGizmo.com. One
of the easiest-to-use online forms can be found
inside a one’s own Google account through the
use of Google spreadsheets and forms. To access
this free service, sign onto your Google account
to access these forms. Wufoo.com is another
well-established online form creation service.
Wufoo offers a limited free version with paid
options that will allow greater use and
flexibility. For a more robust records
management system, Form Lizard boasts the
ability to convert forms into an easy-to-
complete online interview. It allows people to
simply complete an online question-and-answer
session that translates the data into a completed
form. Form Lizard advertises that its security
protocols meet the requirements for both the
Health Insurance Portability and Accountability
Act (HIPAA) and the Family Educational Rights
and Privacy Act (FERPA). 

Scheduling 
Hollywood and TV have the perfect image of a
frazzled professional running from one meeting
to another while checking voice mail and e-mail
on the go. Scheduling for a busy professional
can be made easier with some simple scheduling
tools. Scheduling options include doodle.com
and meetingwizard.com. These sites will allow a
meeting organizer to identify possible meeting
dates and times and e-mail attendees, who in
turn select the dates they can attend. The
website then tabulates the results and the
organizer sets the date based on the tabulation. 

In addition to group scheduling, doodle.com
and tungle.me both allow a user to set up a
profile page and connect it to an online calendar
(such as Google Calendar). The user is given a
custom Web address for distribution. This
allows other people who wish to set up a
meeting to view the person’s calendar without
seeing the personal information on the calendar.
FullSlate.com is a paid online scheduling service
designed for professional appointment
scheduling It also advertises HIPAA and FERPA
compliance. As always, privacy and
confidentiality issues are of utmost concern
when communicating with clients. 

File Sharing and
Project Coordination
Coordination and collaboration are a must for
practicing social workers. File sharing and
project coordination can be a challenge when
working with different people and
organizations. When a document resides on
someone’s personal computer, that document
must be e-mailed to others for comments and
revisions. When a project is in rapid motion,
those e-mails can fly so fast that it is very easy to
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lose track of document versions,
resulting in wasted time and lost data.
Several popular services can help with
these challenges.

Google Docs is a free service available
to anyone with a Google or Gmail
account. Google Docs functions like a
standard word processing program,
yet it operates in the cloud, or on the
Internet. It is important to note that
Google Docs is currently being
transferred to a new service called
Google Drive. As with all changes,
Google is implementing this change
slowly to allow users to adapt to the
change. Once fully implemented,
Google Docs/Drive will continue to 
be a place for shared document
collaboration and will also allow
these same documents to be
synchronized into certain folders on
the local hard drive. Documents on
Google Drive can be shared, opened
by others, edited by others and saved
on another machine and the new
version will be updated locally. In
order for Google Drive to synchronize
documents to the local hard drive, a
piece of software must be installed on
each computer of people who wish to
save the documents locally. This isn’t
necessary and users can continue to
log into Google while connected to
the internet to gain access to the
document. The most compelling
feature of Google Docs/Drive is the
ability for multiple people to
collaborate on the same document
while keeping track of revision
histories and maintaining version
control of the document. Dropbox.com
and Box.net are two additional
solutions available to help with
document management. 

Both services also install a program
on a local computer that synchronizes
specified documents and folders to 
the cloud. The owner of the document
can “share” it, allowing others to 
see and edit the document while
remaining synchronized on the local
computer. Offisync is another
synchronization option that installs 
a plug-in to  Microsoft Office
software, making it possible to
automatically or manually
synchronize documents to a Google
account for sharing with others. 

Organizational
Tips
Information is all around us. It
permeates every crevice of our lives
through laptops, smart phones, and
other mobile devices. Harnessing that
information is a must in order to
survive. With the emergence of social
media and blogging, more relevant
information is found dynamically and
socially through Facebook, Twitter,
and blogs. Aggregators are an
important tool to harness these
information beasts. There are a
number of free social media
aggregators, including Tweetdeck,
Hootsuite, and Social Oomph. They
allow a user to pull all social media
profiles into one place for viewing and
interaction. 

Blogs contain a wealth of information
on current trends, thoughts, and
ideas. Entering the blogosphere can be
overwhelming due to the sheer
amount of data available. Google
Reader aggregates and organizes data
from multiple sources into one easy-
to-read format. 

Social website sharing is one of the
hottest and most dynamic areas of
social media. Delicious.com allows
you to bookmark, tag, and categorize
favorite websites. Unlike the
bookmarks on a local computer, these
bookmarks can be accessed from any
computer with an Internet connection,
through a user name and password.
Delicious is transitioning to a new
format but remains a great
organizational tool for those favorite
websites. Like Twitter and Facebook,
Delicious also allows a person to
share and follow other people. By
adding the “social” component, a
person can see the bookmarks and
tags that other colleagues find
interesting and expand the reach of
knowledge and information.
Stumbleupon.com and Pinterest.com
are two other sites with a similar goal
of sharing favorite sites and
information with others. 



Marketing 
Social workers do not always like to
talk about the M word (Marketing).
Public relations and community
relations are often the preferred term
in the social service arena. No matter
the words, the concepts are similar.
Social workers in private practice,
nonprofit agencies, or government
programs are concerned with public
image and perception. The Web is
now the primary vehicle of
information, and a website is the
business card of today. Building a
website is much easier than ever
before and can be done with content
management systems such as
WordPress, Joomla, or Drupal. These
powerful content management
systems allow anyone to create
beautiful and powerful websites that
can serve an individual’s or an
organization’s need (no html or
coding experience required).

It is all too common to create a
website and then consider the project
complete. This is a terrible waste of
effort, time, and information. Google
Analytics is a free service that offers
in-depth analysis and information
regarding the traffic to and from a
website. The information available
through these analytics can not only
help individuals and organizations
improve the website and public
image, but also help them make
strategic decisions regarding the
organization or practice. 

Search Engine Optimization (also
known as SEO) has been the topic of
millions of blog posts, articles, videos
and tutorials. “SEO Experts” abound
in the industry with the aim of
helping websites gain greater search
results and improved rank from the
“almighty Google.” Google has
recently implemented search
algorithm changes (most recently the
Google Penguin update released in
April 2012) that impact how search
engines crawl and rank sites. With
these latest algorithms, the old tricks
of buying links, link farms, keyword
stuffing and other former SEO tactics
will no longer help and can hurt your
website’s search result. Based on
these changes from Google, the best
way to rank your website is through
quality content, frequent blog posting
and sharing information that your
readers find valuable.

“Listening campaigns” are used by
major businesses as they monitor
Facebook, Twitter, and the Web for
mention of their products. Social
workers can and should utilize
similar practices to monitor current
events, issues, and their own
organization’s impact on the
community. Google Alerts is a free
service that will send alerts by e-mail
regarding any issue or keyword
identified. These alerts can be
customized for daily or weekly
delivery. Even if an organization or
practice is not active on social media,
it is wise to know what is being said
about the organization. Once set up,
these alerts deliver information
straight to an inbox. 

Summary
Technology is changing at the speed
of light and can be intimidating. It is
always advised that social workers
consider the use of technology and its
impact on the clients and
communities they serve. The NASW
Code of Ethics and the NASW
Technology Practice Standards can
serve as a tool for assessing a
technology prior to use. Technology
can make professional social
workers’ lives easier and help connect
them to resources and communities
that were previously unavailable. 

Resource List
docs.google.com
https://drive.google.com/
www.google.com/alerts
www.offisync.com/
www.socialworkers.org/practice/standards/

NASWTechnologyStandards.pdf
www.socialworkers.org/pubs/code/

default.asp
www.analytics.google.com
www.box.net
www.delicious.com
www.doodle.com
www.dropbox.com
www.drupal.org
www.formlizard.com
www.fullslate.com
www.google.com/reader
www.hootsuite.com
www.joomla.org
www.meetingwizard.com
www.pinterest.com
www.socialoomph.com
www.stumbleupon.com
www.surveygizmo.com
www.surveymonkey.com
www.tungle.me
www.tweetdeck.com
www.wordpress.com
www.wordpress.org
www.wufoo.com
www.zoomerang.com

Carol Stambaugh, LCSW, CAE, is principal
and owner of Tech Tools, LLC, a consulting
firm that helps small businesses and
nonprofits harness technology through
website design, creation, and system
automation. Carol can be reached by email 
at Carol@techtoolsonline.com and on 
Twitter @CarolStambaugh.
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In an effort to honor social workers 
who have lost their lives while performing
social work duties, NASW, in partnership
with the NASW Social Work Pioneers®, has
started a memorial project in their memory.
It is a small way to express our gratitude for
their service and to remind others why
safety is such an important issue in our field.
Please visit the NASW Foundation Web site
at www.naswfoundation.org to view or add
to the list of social workers, or to leave a
comment. Updates on this ongoing project
will also be available on the Foundation’s
Web site.

NASW’s Memorial Project
Honoring Social Workers Who
Have Lost Their Lives While
Serving Others



Perhaps as a result of this
changing landscape, we have
left behind part of a generation
of participants in our society. 
In researching background 
for this article, I found no
mention of the effects of
technology on seniors.
Instead, there are hundreds 
of articles, products, and
advertisements on the benefits
of technology that fail to
connect this current
generation of aging adults
with the realities of their life
situations. Most advertisements
marketed to seniors typically show
healthy and active seniors smiling
and “enjoying” the benefits of
today’s technological products.

In September 2010, ABC television
did a report on two older adults who
use technology to monitor and
communicate their health to their
physician. The benefits were obvious,
as the individuals were able to check
blood pressure and weight and have
the information sent to their provider,
for a $400 per month fee. This is
great, but why do people have to pay
to maintain a connection to their
primary care physician when this
should be a normal practice between
provider and patient?

I have an 86-year-old client who has
a printer in her assisted living room
that prints out messages from her
adult children and grandchildren. She
has no idea how it works other than
that she is excited to read messages
from her family. However, as she
states, it is in her room only because
her daughter put it there; otherwise
she would never have one. Arthritis
makes it difficult to use a telephone,
so it is hard for her to make calls with
her push-button phone; she rarely

speaks to her family unless her care
provider dials the numbers for her.

Technology does seem to be replacing
the human connection. Now a family
can purchase a simple or complex
medication reminder for Mom or
Dad. These range from something as
basic as an alarm worn on the wrist
to an actual dispenser that dispenses
daily medications. Of course, an
older person who has a dementia
diagnosis will have difficulty
administering from a machine.
However, the benefit of a dispensing
machine is that the patient’s primary
care doctor will be able to see a
record of when the medication was
dispensed. No one will have to depend
on a human to do the recording. 

It is surprising how far technology
has come, especially in the last
decade. If we look back in time, the
advent of today’s computer occurred
in the late 50s and early 60s. It was
reported that in the early 90s the
Internet carried only one percent of
the information flowing through
two-way telecommunication, by
2000 this figure had grown to 51
percent, and by 2007 more than 97
percent of all telecommunicated
information was carried over the
Internet (Hilbert & López, 2011,
pp.60-65). Imagine if you were born

before 1950 and experienced
technological advancement
throughout your adulthood
into your 70s. Not only did
you see a man walk on the
moon in 1969, but you saw it
on a black-and-white television
that may have had rabbit ears
for an antenna. Now that you
have retired, you can watch 
TV from a motorized recliner,
with a remote control, on a
high-definition flat screen. 

The value of technology is
indisputable. It has enhanced our lives
and the environment that surrounds
us. However, the question we need to
ask is whether we have sacrificed
human qualities to technology. As
social workers assist families in
deciding what technology is best
suited to help a parent age successfully
at home, can we also include the
value of human contact in that plan?
Perhaps even more important, can we
help and encourage families to look at
ways in which human connection will
and should always be a part of their
long-term plan?

References
Hilbert, M., & López, P. (2011, April). 

The world’s technological capacity to
store, communicate, and compute
information. Science, 332(6025), 
60-65. http://abcnews.go.com/
Technology/video/aging-place-
technology -11553676

Forrest Hong, PhD, LCSW, C-ASWCM, is vice
president, Your Care Manager, a private
geriatric care management group practice.
He is the current chair, Aging Specialty
Practice Section at NASW. He resides and
practices in Los Angeles, CA, and can be
reached at forrhong@gmail.com.

5

Technology and Aging in Your Place
Forrest Hong, PhD, LCSW, C-ASWCM

As a result of technology, we have seen major inroads in such areas as medicine,
communication, productivity, and media. This advancement in technology has shaped a
change in our economic vision from industrial to technological and from a national to a global
market. In addition, our financial network has become a global network whereby one nation’s
financial stability or instability can have an effect on other countries’ stability or instability.



While it can be argued that the
SACWIS initiative has met its goals
with respect to cross-agency
communication, the quality and
value of SACWIS implementations is
debatable. Furthermore, the validity
of the measurements captured by
these systems remains a source of
debate, and any objective evaluation
of the extent to which SACWIS has
automated case management would
almost certainly indicate that the
system has failed to achieve this goal. 

Value of the
Investments in
SACWIS
According to a 2003 report conducted
by MAXIMUS in preparation for the
implementation of Louisiana’s
SACWIS, the average cost (in 2010
dollars) of implementing a state
SACWIS was around $38 million. As
a basis for comparison, consider a
similar effort in the private sector, the
implementation of an enterprise
resource planning (ERP) system. In
many respects, implementing an ERP
is a larger endeavor than
implementing a SACWIS, as an ERP
is designed to implement the

functions of disparate business
applications across many
components of an organization, as
well as connections with key
stakeholders outside of the
organization (Bidgoli , 2004), while a
SACWIS remains largely focused on
internal case management. However,
according to a 2003 report by Meta
Group, the average cost of ERP
implementation (including 2 years of
post-implementation costs—a cost
not included in the MAXIMUS
figure) was $18 million, $20 million
less than the average SACWIS
implementation. 

The issue of investment is further
complicated by the age of the
technology being purchased in
SACWIS implementations. Much of
the original design and development
work for SACWIS solutions was
completed in the mid- to late 1990s.
However, since these systems were
developed using federal dollars, the
technology is considered open source
and ostensibly available to states at a
fraction of the cost of the
development of a “new” SACWIS.
Therefore, states currently
undergoing SACWIS implementation
may feel obligated to implement
solutions that are, for the most part,

more than a decade old. Thus, on its
face, the investment made by state
child welfare agencies over the years
would appear to cost more than
comparable systems in the private
sector, with technology that is, in
many respects, outdated. 

The Consequence
of Old Technology
AFCARS
While a full discussion of the
problems associated with point-in-
time measurements relative to
longitudinal measurements is beyond
the scope of this article, a review of
any graduate-level research methods
text will generally articulate the
benefits of longitudinal methods of
analysis as opposed to point-in-time
measures. The knowledge of such
benefits was very much a part of
national conversations surrounding
what sorts of outcomes would be
reported by SACWIS, and many
experts argued in support of
longitudinal measures (McDonald &
Testa, 2010). However, the design of
many computer systems of the era
prevented collection of data in a
manner that would allow for the easy
reporting of longitudinally based
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State Automated Child Welfare Information
Systems: Past Goals and Future Directions
Joseph A. Mienko, MSW

Movement toward state automated child
welfare information systems (SACWIS)
began in 1993 when the federal government
passed legislation (Public Law 103-66)
providing for a 75 percent match to state funds
spent on the development, implementation,
and operation of a SACWIS. The main goal of
this incentive was to provide a common
collection mechanism for the Adoption and
Foster Care Analysis and Reporting System
(AFCARS) and the National Child Abuse and
Neglect Data System. Secondary goals of this system were to automate case management
functions and to provide an avenue through which child welfare systems could effectively
communicate with state programs administering Aid to Families with Dependent
Children/Temporary Aid to Needy Families, Medicaid, and child support. 



measures. In order to ensure that all
states could begin reporting on
outcomes, the Administration for
Children and Families (ACF) adopted
the largely point-in-time
measurements that now make up
AFCARS, and SACWIS specifications
were designed to support these
measurements. Not only are these
measurements problematic from a
methodological perspective,
improvements on these measures are
often very difficult to interpret. 

Case Management Automation
Another consequence of using older
technology is the extent to which
activities can be truly automated.
There appears to be no examples of
peer-reviewed literature providing a
substantive examination of the level
of automation in child welfare case
management. This is the case for
both SACWIS states and non-
SACWIS states. While it is certainly
true that child welfare systems
require their workforce to enter more
information into computerized
databases than they did in 1993,
these requirements have not made
meaningful reductions in the number
of paper-based records maintained by
child welfare agencies. In fact, the
data entry requirements have often
increased documentation activities, as
line workers are often required to
enter information into both their
computerized databases and their
paper-based file systems. Indeed, even
within the computerized databases,
some SACWIS implementations
require caseworkers to enter the same
information in multiple fields
throughout the system. Such
requirements are arguably a result of
states repeatedly “adding on” to the
original systems. These requirements
violate a basic rule in the design of
even the simplest databases: A user
should be required to enter a piece of
information only once. Multiple
entries can lead to errors, and these
errors detract from all of the stated
goals of SACWIS, not just those
concerned with the automation of
case management activities in the
child welfare system. 

The Way Forward
While the brief discussion above has
pointed out some problematic
features and consequences of
SACWIS, it should not be taken as an
argument against the further
integration of technology into the
nation’s child welfare systems. At the
practice level, there is clearly room
for the integration of technology in
all aspects of child welfare work. For
example, with current technologies,
he ability to conduct a global
positioning system search of foster
homes within the child’s
neighborhood and school district,
send referrals to relevant service
providers, enroll parents in available
state assistance programs, and
transfer concrete funds to the parent’s
checking account—all from the field. 

In terms of national-level measures,
ACF recently solicited comments for
suggested improvements to the Child
and Family Service Review (CFSR)
process, which included potential
modifications to AFCARS (the source
of many CFSR measurements). While
it is unlikely that changes to the
CFSR will eliminate AFCARS
entirely, it is possible that that new
regulations stemming from the ACF
review will grant states more
flexibility in the extent to which they
need to evaluate their performance
on the basis of AFCARS. As an
alternative, states could potentially
make use of measurements derived
from the Multistate Foster Care Data
Archive at Chapin Hall, a fully
longitudinal data repository to which
a number of states already have access. 

In terms of practice-level solutions,
the Annie E. Casey Foundation 
made efforts to bring child welfare
applications into the 21st century.
Specifically, the foundation has
developed an application referred to
as Casebook. Casebook utilizes
flexible Web 2.0 functionality present
in applications such as Wikipedia®

and Facebook® to provide
caseworkers with a dynamic way of
interacting with service providers and
others connected to child welfare
cases in a way that is not possible
with current SACWIS

implementations. While Casebook
does not represent the level of
technological integration articulated
in the vision described above, it is a
step in the right direction. 

Computing technology has come a
long way since SACWIS was first
conceived. When Public Law 103-66
was passed in 1993, the Internet
comprised text-based e-mail and file
transfers. Indeed, the “brick” phones
of the 1980s were only beginning to
be replaced. The world of technology
has changed, and this change can
serve to enhance the quality and
efficiency of services delivered to
child welfare clients. Keeping up with
these technological advancements is
not just an interesting way to
approach child welfare social work.
Rather, the field has an obligation to
make the best possible use of
available technology to improve
services to children and families.
In meeting this obligation, it is
incumbent upon the field of social
work to better use technology and
take the lead. 

Resource
Bidgoli, H. (2004). The Internet
encyclopedia. Hoboken, NJ: John
Wiley & Sons. [not cited in text]
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One of the most widely available
videoconferencing technologies is an
online service and software program
known as Skype. Its wide acceptance
as a consumer technology has made
telemental health services readily
available for clients in their own
homes and for solo and private
practice clinicians without a
burdensome investment in new
technology. This first of two articles
will review some of the emerging
legal and professional issues involved
in the use or potential use of Skype 
or similar technology as a
communications modality for clinical
social work assessment and treatment
of clients. Part II will review legal
cases and statutes, including state
social work licensure.   

Background
Six-hundred and sixty-three (663)
million registered users of Skype
services were reported by the
company in corporate filings
covering 2010 (Skype, 2011). An
uncounted segment of these were

mental health professionals and their
clients, engaged in interactive
psychotherapy sessions. Information
about the conduct of distance
counseling via Skype is widely
reported (Strong, P., 2010; Hoffman,
J., 2011) and the use of this modality
appears to be increasing rapidly,
although precise statistics about the
phenomena are not readily available.
The Social Work Encyclopedia (Finn,
J., 2008) acknowledges that online
therapy is used in a wide variety of
clinical interventions with a range of
mental health professionals and
describes online therapy as a
“promising, but yet unproven
intervention,” suggesting the need for
further research about clinical
effectiveness and national standards
and national licensure for online
practice. Since the date of that
publication, research regarding the
efficacy of distance-based
interventions, as well as technological
advances, has expanded considerably
(American Telemedicine Association,
2009). One of the key issues for
professional practice is how the

security of Internet-based
videoconferencing, such as Skype,
compares to established telemedicine
videoconferencing centers and “plain
old telephone services” (POTS). This
is further addressed in the discussion
on HIPAA, below.

Does HIPAA
Apply to Skype
Sessions?
A key to answering any HIPAA
question is first determining whether
or not the practitioner is subject to
HIPAA. Is the clinical social work
practice billing any clients’ health
insurance electronically (or using a
billing service that submits claims
electronically)? If so, then HIPAA
applies to all of the social workers’
confidential client information, even
for those clients who self-pay.   

The HIPAA privacy and security
standards apply to healthcare
providers who conduct electronic
claims transactions with third-party
payers (45 CFR § 160.103). Thus,
clinical social workers or other health
care providers who bill clients’ health
insurance electronically are
considered “covered entities” subject
to the full panoply of HIPAA
requirements. Covered entities are
responsible to ensure compliance
with HIPAA when they create, store,
maintain or transmit clients’
individually identifiable health
information (also known as
“protected health information” or
PHI). If covered entities conduct
electronic claims transactions for any
clients then those entities are subject
to the HIPAA requirements, which
would likely include Skype
transmissions conducted by those
practitioners. Skype psychotherapy
sessions (and sessions conducted via
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Social workers are increasingly using electronic communications technologies to expand and
refine their practices, including psychotherapy performed via videoconferencing, and this has
raised many questions about professional social work standards. Use of videoconferencing
technology in mental health service delivery is variously referred to as “telepsychiatry,”
“telemedicine,” “telemental health,” “e-therapy,” “distance counseling” and other terminology.
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other forms of videoconferencing)
contain confidential client health/
mental health information and when
such sessions are conducted by
providers who are subject to HIPAA,
then HIPAA standards would apply.  

Does Skype
Technology Meet
HIPAA Standards?
This is an unresolved topic of
discussion among mental health and
technology experts who utilize or
study telemedicine. The HIPAA
security standards cover four basic
areas of responsibility for electronic
health information. Entities subject
to HIPAA are required to:

• Ensure the confidentiality, integrity,
and availability of all electronic
protected health information the
covered entity creates, receives,
maintains, or transmits. 

• Protect against any reasonably
anticipated threats or hazards to
the security or integrity of such
information. 

• Protect against any reasonably
anticipated uses or disclosures of
such information that are not
permitted or required under the
privacy regulations. 

• Ensure compliance by its employees
(and business associates) (45 CFR
§ 164.306; Morgan, S. and
Polowy, C.I., 2003). 

Complying with these standards
requires that clinical social workers
who seek to use Skype or other
videoconferencing technology be
familiar enough with the security and
privacy policies and practices of the
host company to understand what
threats might be anticipated and how
to protect against them. Here are a
few of the potential concerns that
should be addressed:

• What type of encryption
technology is used by Skype?  

• Are other sensitive documents
maintained on the same computer
as that which is used for Skype
sessions? Are these encrypted so
that if the system is compromised a
hacker would not be able to gain

access to clients’ records? Has the
social worker considered using a
dedicated computer for Skype
communications? 

• What are Skype’s privacy policies
in the event the content of a
psychotherapy session was
subpoenaed? Is this congruent with
the practitioner’s policies? 

Professional reviews of Skype’s
security features provide mixed
feedback. At least one medical study
on the use of telemedicine reported
using Skype as a HIPAA-compliant
means of performing plastic surgery
and summarized several studies that
have relied on Internet-based
telemedicine (Dobke, M. and
Whitehead, E., 2009). Another study
that compared the strengths and
weaknesses of various forms of
telerehabiliation indicated that Skype
may be less secure and private than
established telehealth networks, but
affords greater access in the client’s
natural environment (Cason, J.,
2011). Garfinkel, S.L. (2005)
analyzed the security of Skype and
Voice over Internet Protocol
communications (VoIP), finding that
some of Skype’s advantages are its
ease of use, cost (free), availability on
multiple operating systems, higher
fidelity voice quality, and 128-bit or
better encryption; however, he also
noted that online technology such as
Skype changes frequently, so it is
difficult to remain aware of current
compliance with security and privacy
standards.

Knowledgeable users can adjust their
computer settings to reduce a number
of Skype security risks, such as
allowing only those in the social
worker’s Skype contact list to call
them via Skype, disabling the Skype
API (this prevents use by third-party
applications which can introduce
viruses) and disabling file transfer
except when the social worker
specifically needs to transfer a file
(this reduces the risk of unauthorized
access to data on your computer)
(Hayes, B., 2008). Other settings can
also be configured to reduce the use
of computer bandwidth. Social
workers who are unable to utilize
these computer system controls will
want to consider an evaluation of
their computer software and
hardware by an information security

consultant. Watzlaf, ab Moeini and
Firouzan (2010) have developed a
check-list for health providers who
want to use VoIP technology.  

Professional
Standards
In 2005, NASW and the Association
of Social Work Boards (ASWB) issued
standards for the use of technology in
social work practice; however, the
fast pace of technological
developments requires that social
workers are able to analyze how the
professional standards, which are
rather broad and general, apply to
the details of the technology they
would like to use in daily practice.
Some of the relevant requirements for
use of technology by social workers
identified in the NASW and ASWB
standards are listed here:

• Accurate documentation of
services provided electronically,
including client authorization for
disclosure and informed consent 

• Development of guidelines for
electronic communication with
clients (timing and length of
sessions, emails, etc.) 

• Use of security measures such as
encryption, firewalls and pass codes 

• Establishing fair and equitable fees 
• Adequate technical and policy

supports, including privacy and
security procedures, protocols and
technologies 

• Compliance with applicable federal
and state laws, such as HIPAA.
(NASW, 2005, p. 10 -11).  

Santhiveeran (2009) reviewed the
compliance of social workers’ online
therapy Websites according to the
NASW Code of Ethics standards and
found that:

• Less than half of the sites studied
(44%) provided information to
clients about how to safeguard
their privacy while engaging in the
online mental health services; 

• Barely half (49%) provided
statements about the duty to
maintain confidentiality; 

• Only one-third (32%) included
specific emergency protocols
(beyond a bare reference to 911),



for local emergency back-ups such
as hospital, physician or close
friend information that was taken
at the time of intake. 

In 2009, the American Telemedicine
Association (ATA) developed detailed
standards relating to “telemental
health.” However, these were not
designed to specifically apply to
Internet counseling or Web-based
therapy. Use of Skype and other
online technologies has proceeded
rapidly since then. The ATA
standards identify some of the
technical specifications for
videoconferencing in the mental
health context. According to the
ATA, in addition to the capacity to
support interactive, synchronous
video and audio signals, telemental
health technologies should have the
ability to:

• Display pictures, diagrams or
objects 

• View and share a computer
desktop or applications 

• Play videos or CDs for viewing at
other locations 

• Recording meetings (when
clinically indicated and with
consent) 

• Share information on a common
whiteboard (or on-screen shared
notebook) or via computer files 

Other highly recommended technical
specifications are: 

• The ability for the clinician to
control the remote camera to pan,
tilt and zoom the camera on the
patient end 

• The ability for each user to see the
picture sent as well as the picture
received (“picture-in-picture”) 

• Audio at 7 kHz full duplex with
echo cancellation, mute and
volume adjustment 

• On-screen messages to notify the
user of loss of video, dropped
connections, mute/unmuted lines 

• Ability to operate at a bandwidth
of 384 Kbps or higher (American
Telemedicine Association, 
2009b, p. 13).   

A number of features are considered
essential to telemental health services,
especially the quality of the audio
(which is affected by microphone
type and placement in the room),
128-bit encryption (consistent with
HIPAA), resolution of the display
monitor that closely matches that of
the acquired image being displayed,
and compliance with any other
federal or state regulations (ATA,
2009b, p. 14-15). Some features
regarding the room set-up may be
useful for additional consideration.
Although clients may like the
freedom of having Skype sessions “on
the go,” setting the boundaries of the
online session may be valuable to
assure that professional standards are
maintained and these are the
responsibility of the licensed
professional to articulate and

maintain. Here are some of the ATA’s
expectations for the physical layout
used in videoconferencing:

• Both the therapist’s and the client’s
site should be designated as private
(posting a sign or locking the door) 

• All persons in the room at both
sites should be identified at the
beginning of the session and the
client’s permission obtained for
any visitors or clinicians 

• Room should be well lit with
sources approximating “daylight”
as nearly as possible and for the
provider and client to see each
other without shadows 

• Plain colored background is
recommended; blue is optimal 

• Gaze angle between the
participant’s camera and eyes
should be minimal, not more than
5 – 7 degrees (sharper angles can
create unintended effects of
appearing to “look down” or
“look up” at the other individual)
(American Telemedicine
Association, 2009b, p. 15-16).   

The ATA also clearly states that
clinicians are expected to meet the
professional standard of care and
ethical requirements for their
respective professions when using
videoconferencing technology. The
telemedicine standards are not to be
considered a substitute for standards
of care and existing standards and
guidelines from professional
associations are to be utilized and
applied to telemental health services
(ATA, 2009a, p. 6). 

Analysis and
Conclusions
Use of Skype and similar technologies
by mental health clinicians has
expanded faster than the development
of applicable legal and professional
standards. Effectiveness research
suggests many positive uses for
telemental health services provided
that the appropriate professional
boundaries and protocols are
established and maintained. Further
research on telemental services in a
private mental health practice with
clients in their own homes is needed.
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Clinical social workers who utilize new
technologies bear the responsibility
for understanding them sufficiently
to protect from authorized access of
client information and for providing
an appropriate level of clinical care
for distant clients.  

Assuring that clients’ confidential
communications via Skype will be
adequately protected is a difficult and
uncertain task. Skype’s services are
not limited to or focused on health
care delivery. The company’s security
policies and practices may change
periodically and all the data
necessary to conduct a full analysis of
the security features is not readily
available to the public. Following the
recommendations and protocols
suggested by professional and
security experts is valuable to reduce
the risks of inadvertent disclosure of
confidential mental health information
when using Skype to provide
confidential mental health services;
however, use of Skype or similar VoIP
communications systems still presents
some privacy risks. Expanding access
to mental health services in rural or
underserved areas is an important
value fostered by the availability of
Skype services, but professional social
work standards for security and
privacy of data at this time are better
supported by the use of electronic
services and communications
programs that are dedicated to the
delivery of secure telemental health
services and that offer detailed
HIPAA compliance information
and/or HIPAA Business Associate
agreements.  

This Legal Issue of the Month article
is not a substitute for further technical
analysis of any technology employed
in social work practice and is meant
as a preliminary overview of a
complex and fast-changing topic.
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I hear you. I have some good news
for you, too. You see that laptop,
smart phone, or tablet computer right
in front of you? Just as easily as you
can access your e-mail or FaceBook,
you can become an evidence-based
social worker. The Internet is a game
changer that can provide you with
high-quality information about
practice and teach you how to use
that information to make decisions
about your practice.

First, let’s clarify some of the most
common misconceptions about the
concept of evidence-based practice
(EBP). Evidence-based practice, as
defined by those who coined the term
in medicine, “requires the integration
of the best research evidence with our
clinical expertise and our patient’s
unique values and circumstances”
(Straus, Richardson, Glaziou, &
Haynes, 2005, p. 1). According to
Gambrill (2006), evidence-based
decision-making in social work is an
evolving process centered on ethics
and transparency that integrates

“information regarding each client’s
unique characteristics, circumstances,
preferences, and actions and external
research findings” (p. 339). Gambrill
points out that clinical expertise,
including relationship skills, clinical
experience, knowledge about client
circumstances and characteristics,
knowledge of risks and benefits
associated with various interventions,
and ability to assess clients’ values
and expertise quickly, is critical to the
EBP process because such expertise is
required to pull together these varied
sources of information. So, rather
than imposing on practitioner
freedom to make excellent choices on
behalf of their clients, EBP empowers
social workers to make evidence-
informed decisions that would be
impossible without their clinical
expertise and wisdom.

As commonly described, EBP consists
of five steps:
• Step 1: converting the need for

information…into an answerable
question…

• Step 2: tracking down the best
evidence with which to answer that
question…

• Step 3: critically appraising that
evidence for validity…, impact…,
and applicability…

• Step 4: integrating the critical
appraisal with our clinical
expertise and with our patient’s
unique biology, values, and
circumstances…

• Step 5: evaluating our effectiveness
and efficiency in executing steps 
1-4 and seeking ways to improve
them both for next time… 
(Straus et al., 2005, pp. 3-4).

Although these steps may seem
relatively simple, they require training,
practice, and access to information
resources with which many current
social workers may not be familiar.
This is where both continuing
education for social workers and the
Internet come into place.

The NASW Code of Ethics lists as
one of its ethical principles the value
of competence: “Social workers
continually strive to increase their
professional knowledge and skills
and to apply them in practice. Social
workers should aspire to contribute
to the knowledge base of the
profession” (NASW, 2008, para. 20).
Many local NASW chapters offer
continuing education courses relevant
to EBP, but if they are not available
locally, several websites offer free
training for social workers in all
aspects of EBP. One such site,
maintained by the Columbia University
School of Social Work, is the Evidence
Based Practice & Policy (EBPP)
Online Resource Training Center
(www.columbia.edu/cu/musher/
Website/Website/index.htm). The
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EBPP site provides training,
publications, and other resources to
help social workers and related helping
professionals develop knowledge and
skills in the process of evidence-based
practice. The EBPP is an outgrowth
of the work of Professor Ed Mullen,
who, together with several former
doctoral students, conducted the
BEST Project, a pilot project designed
to test and refine a strategy for
implementing EBP in social work
agencies.

High-quality evidence for social work
practice decisions is increasingly
available for free through the
Internet. PubMed Central
(www.ncbi.nlm.nih.gov/pmc/) is a
free digital database of full-text
scientific literature. The repository
has grown rapidly, first in response 
to the U.S. National Institutes of
Health’s Policy on Enhancing Public
Access to Archived Publications
Resulting from NIH-Funded
Research (2005), which made all
research funded by the National
Institutes of Health (NIH), including
the National Cancer Institute,
National Institute on Aging, National
Institute on Drug Abuse, and the
National Institute of Mental Health,
freely accessible to anyone. To
strengthen this policy, the
Consolidated Appropriations Act of
2008 (H.R. 2764) requires
researchers to deposit complete
electronic copies of their peer-
reviewed research and findings from
NIH-funded work into PubMed
Central within 12 months of
publication. As of July 2011, the
archive contained approximately 
2.2 million items, including articles,
editorials, and letters. A user-friendly
guide for searching the PubMed
Central database can be found at
www.ncbi.nlm.nih.gov/books/
NBK3826/. 

In addition to research that can be
located through PubMed Central and
other sources, the past decade has
seen increasing publication of
original social work research in high-
quality, peer-reviewed open access
journals, and several open access
journals have been established in
social work, including the Journal of
the Society for Social Work and
Research (www.jsswr.org/). Other
open access journals, all of which

contain articles that can be
downloaded free from the Internet,
can be located via the Directory of
Open Access Journals (www.doaj.org).

No matter where it is published,
original research on social work
interventions needs to be appraised
for scientific validity and
applicability to one’s clinical context
and the individual client. Fortunately,
the EBPP website provides tutorials
for refreshing social workers’
memories about what to look for in
research reports. For example, its
Evaluating the Evidence module
(www.columbia.edu/cu/musher/
Website/Website/EBP_Online
Training_Mod7.htm) provides access
to simple tools to assist professionals
in evaluating an array of different
kinds of studies.

In addition to original research, 
high-quality systematic reviews or
summaries of these reviews are also
freely available on the Internet.
Systematic reviews, which differ from
traditional literature reviews in terms
of their comprehensiveness and
rigorous avoidance of bias, have an
advantage over original research in
that they appraise and synthesize all
of the available evidence relevant to
specific clinical questions. Further,
these reviews are updated as often as
every two years. The Cochrane
Collaboration, an independent group
of volunteer scientists who locate,
appraise, and summarize original
studies, produces the Cochrane
Database of Systematic Reviews
(CDSR) (www.thecochrane
library.com). The CDSR contains
around 5,000 systematic reviews of
evidence for health care decisions,
and several of its 53 review groups
work in areas highly relevant to
social work practice. While full texts
of Cochrane reviews are available
only by subscription, the abstracts
and plain language summaries that
accompany each review are freely
available and generally contain
sufficient information to support
complex practice decisions. The
Campbell Collaboration
(www.campbellcollaboration.org), 
an offshoot of the Cochrane
Collaboration, focuses systematic
reviews on crime and justice,
education, international development,
and social welfare, and its library

features free full text availability of
complete reviews.

In summary, increasing availability
on the Internet of both high-quality
evidence for practice and tools to help
social workers use this information
has made it possible for any of us
with a desktop, laptop, smart phone,
or iPad to embrace EBP and become
evidence-informed practitioners.
Newly minted social workers tend to
be digital natives—that is, people
born during or after the general
introduction of digital technology—
and are well-versed in locating
information on the Internet. Many of
these new professionals are also being
introduced to the process of EBP
during their professional education.
Want to keep up with these
newcomers? Becoming an evidence-
based social worker may be as simple
as opening your Web browser!
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GuideStar
www.guidestar.org
Seeks to revolutionize philanthropy and nonprofit
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Care
www.care.com
Online directories for caregivers of children, seniors, and
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“See for yourself the valuable
resources we have to offer to 
our NASW members.”

We are social workers 
helping social workers.

You help others. 
We help you.

NASW Center for Workforce Studies & Practice

PRACTICE PERSPECTIVES
These publications speak to real world issues faced by social 
workers in practice.  NASW members read Practice Perspectives to:
• find fast facts
• stay current on trends in social work practice
• learn about the latest research and policy changes affecting 

the profession

Visit SocialWorkers.org/practice/default.asp and choose your area of practice. 

LEADERSHIP LADDERS:  STEPS TO A  GREAT CAREER  IN
SOCIAL  WORK 
The Leadership Ladders series provides support and guidance to 
both new and seasoned practitioners. Designed to assist social
workers with successfully navigating their careers, these tips can
help you to broaden your sphere of influence and better manage 
the challenges you face as you advance in your social work career.  

Visit http://careers.socialworkers.org/careerdev/default.asp for more details.

STANDARDS FOR SOCIAL  WORK PRACTICE
Many social work experts look to the NASW standards to provide
them with the right guiding principles for professional social work
practice. Experienced social workers view the standards as “go to”
essentials and “must have” resources for defining and upholding 
best practices in social work.

Visit SocialWorkers.org/practice/default.asp for more details.

NASW CENTER  FOR WORKFORCE STUDIES
The NASW Center for Workforce Studies bridges the gap between
research and social work practice. The Center’s groundbreaking
studies on social workers provide information about social work
supply and demand, compensation and future trends in practice. 

Visit http://workforce.socialworkers.org/ for more details.

NASW

750 FIRST STREET NE SUITE 700
WASHINGTON, DC 20002
SOCIALWORKERS.ORG
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These NASW certifications are top choices for validating training and experience. 
•  Qualified Clinical Social Worker (QCSW) 
•  Clinical Social Worker in Gerontology (CSW-G)  
•  Certified Clinical Alcohol, Tobacco, and Other Drugs Social Worker (C-CATODSW) 
•  Certified Hospice and Palliative Care Social Worker (CHP-SW)
•  Certified Advanced Children, Youth, and Family Social Worker (C-ACYFSW) 
•  Certified Social Worker in Health Care (C-SWHC)  
•  Certified Advanced Social Work Case Manager (C-ASWCM) 

For a full listing of NASW certifications for MSWs and BSWs go to
www.socialworkers.org /credentials or call 202.408.8600 ext. 447.

Ongoing Competence Requires Ongoing Professional Development

NASW Specialty
Practice Sections

SocialWorkers.org/Sections
800.742.4089

Call for
Social Work Practitioner Submissions

NASW invites current social work practitioners to
submit brief articles for our specialty practice
publications. Topics must be relevant to one or 
more of the following specialized areas: 

For submission details and author guidelines, go to
SocialWorkers.org/Sections. If you need more information, 
email sections@naswdc.org.

• Administration/Supervision
• Aging
• Alcohol, Tobacco, and 

Other Drugs
• Child Welfare
• Children, Adolescents, 

and Young Adults

• Health
• Mental Health
• Private Practice
• School Social Work
• Social and Economic 

Justice & Peace
• Social Work and the Courts



success story
Social Worker Helps Clients Find Jobs
Social worker Robert Carmona is co-creator of STRIVE, a program that helps people 
considered unemployable find work. Some job seekers are recovering from addictions while 
others may be newly released from jail. Carmona’s highly successful program is now featured in 
the weekly Sundance series, “Get to Work.” 

SocialWorkersSpeak.org talked to Carmona about having his program turned into a reality show. 
To view the STIVE article in its entirety visit 
SocialWorkersSpeak.org/hollywood-connection/social-workers-work-training-program-becomes-reality-tv-show.html

register to vote: GET INVOLVED!

750 First Street NE, Suite 700
Washington, DC 20002-4241

For information on how to register to vote visit SocialWorkers.org/advocacy




